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Research on Commercial IPSec VPN Password Detection Technology
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[Abstract] : Commercial IPSec VPN is the mainstream product in the current VPN market, and its encryption
efficiency and security are directly determined by the cryptographic technology it applies. This paper describes
the encryption algorithm and key exchange protocol used by commercial IPSec VPN in details and analyzes the
common password detection technology of commercial IPSec VPN, which can enable network technicians to master

its encryption process and password detection method to ensure its security.
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Fig.1 Symmetric encryption algorithm
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Fig.2 Asymmetric encryption algorithm

A IPSec VPN & FHRVAEN RN EIEH RSA 5,
1E[E% IPSec VPN H1, 1R4E GB/T 36968-2018 ({5 E%
PR IPSec VPN HORMIVE) HHVESR, FIUE BRI
PRI 2 SR SM2 INERTE, A HERFRINERIES AR
XFRINE B G LI« AR BRI R D0
P RS, RENREKIEBIEHITING ; (H2H5k
RRIAS, BHTINBEEAR—MEH, EEze
TR T HHN 2, BHEEBIETBUEMA
BORER A] BER T SR AR RIS BRI R AA
FEAERIBREA, #E TR AR A, ZIXTT 50T
ARZEHACKMLEA, BRTHEAEHERE, Hit
REIFNRINEREETEERE S, NEEREE, —&%
BN RSA BVAZ L DES BIXNE H 1S 1000 £, A
DWAEERMEBIEER KRBT, ENMRINEEEE R NE

FA#o

i IPSec VPN ZZ&%E TR RIS, E
BARARR] IR « 8 RN FR AN E RN RS GHE TN,
SR 5 JE 1T 3E X PR &% Diffie-Hellman (D-H) SRR
AR ERN R Y, B TRRGE, XERES
TR, XARIE T HdRZ 2,

1.3 Hash &3%

Hash H## (BHEEK) 2REEERKENKIESST
ZEFIZE, SR EEKERNRE, HEHERE N
1675 {H, Hash EEMNAMEFLT 3 MEA - (1) g
MAZEKHHEE, MEHEETKE, —BIA vk
K#ze; ) MAEEARRE, HERMEARRHE, #AHE
[, HEMZE—TEMEE; 3) HEMENERERFA
AN Y,

B DA_ERE s AT 4, Hash Bk a] FSRRIEEHIE R
SRR IR IR S Fr AT B2 S B ek, 7 A IPSec
VPN ‘# A Hash &%:H SHAL, MD5 N [EF=&kH
[ SM3 %,

2 IPSec VPN InZ1&;n

IS ERAR E ) VPN 523, IPSec VPN %
2N T SSL VPN B N, B aiaems T Hinss
77 TR AT R B = B AW ST (BIR SCHME S Y
) SREFLENN,

2.1 3R il

T TPSec VPN FYHR AT 75 ZE X TPSec %
FIZEH A, PR NI ER ST S, ARAE VNN
5 EER SR MR SCIMBUSE AT 047, MH15Z] IPSec
VPN I& IR EE S5, 5 IPSec VPN HHTEH]
S EEMHEXH, 25 HAHRM (IKE) BIM
MR ¢ BB ERARN EE, 5B I ERAR O AR
Ko XFLFR [PSec MSTIME R A AIMINEEE OIFRIN
WEDE) TEE W ERIEFE ; X [PSec U= {5
e (XRSIEEH) S _MBER Y, £E%H
RN FREMRASE M~ ENEMERAERE, £
BIRFERAOEEN NS HRIES BE e, EH=E
I RIEIENFEE (D-H &) WBHREE CURT
TEEH)

FEAES 3k “BF, Hit 6 XHE, ERELE
SEhE., BHEM RS MAE, EHEX 3R 8
F” W 3 AiRe

F—IR “BFE WMEHEEZERZESENE. h
F IKE 5 o4 - &L, Hash Bk, S0 %E5175
. DH 0 SA A /AR, 5 B ENHAXER.



Ak S5 L 4 SOFTWARE
— | s A ke
-~ S 5 WK BRI | CHMEBIaL: A s, a7 Sk
] FEERE R py sl 77 2. DHAS e RIS AA: £ & 3D
P ey U7 DHASHARISAE fi i 0
S
(| BEARED b EBUER | (S RUERIEEOR, TR
rie -
- -y B AR I
~| EHER - S R
SR AT | A g
IR {5 > R e
IDAZ e K B AIE
ST SRR | GGy WA
R R [ S Mo BT

B 3 ERA =X BFT

Fig. 3 Three "handshakes" in main mode

FIR BT WRAEE SR ERAEM M, X—
B ERHY B E R E A AR ASE SKEYID, DA HEAER
3RS SKEYID_e, SKEYID_a, SKEYID_d, 3
NSEWIERZ © SKEYID_e X £ AT 28 A FE,
SKEYID_a A5 E R S F B T2 8T, SKEYID.d
T FE 4 R R AE TPSec 1R SOINEE F RUX PR SR

FE=IR BF WRKEEERESR S MR, PR
BCRIE 3 AHEMRE N STER, H 3 &KEEEH
BRI, OTE &I, 1 IPSec VPN /MR, HA T
REXATER B SE BRI E N BRI S8, DL
IPSec VPN N, ZIMEHT/E, FAEAH 5 eHNER
B84y A B & - 3DES-CBC ; Hash &% : MD5 ; &
PSR = (PSK) ; SA4mERA : 1h ; D-H
HBEAZIH © 1024 bit, I IIEEIER IPSec R
R AR E T, XS EZ IPSec VPN B
FERACTUIR R BB -6 4R, BRIL 2 SMEELEE TP, Ui,
Nonce FEFI A B E25 0,

2.2 FEAL4EM

75 F IPSec VPN &2 BBV el 215 AL 72
R KRB 22, —H I EES R IR
B (FZEESIE RN LR R HEM. R
ASRERNYVGEAE), NEBREZe2AEHRL,
XL TR S S T N N R REATLE B SR, 8RR
BRSO EM b, X BSERIREHL
TN, FAHEEIES,

MECE B FE AT ELBENLE, BN IXESHOHITR
FHERLE, WY EENKT o SKK p ENXER, Ak
HEROHELEEKR,

B A1 [ B b 504 0 BEATLAE DU bR 1 9 NIST bR

116

fE, BREFEDIND : R, SRk
UL O V1 W M5 SR 3V o W 151 R
i, HREEN TR, FESERERENL =28
REARPCECI, @A, e RENL. P2l
MR, AU, BEmAN, BENUFE I, FEAL
it sellj

(] B L A A T Y s 2 7 [ b 14 ) ity
TIAE, WE T EFRRERER AT IR [F R S T
o keI, BARDy  BLRER T, BRI AR
. Fheefeml, EETFARN. RS0, R
SRR, R L7 R, TSR, B
MR, FEFERRAGIN, BIFOAI, ST OUERT, £k
PEEZRER, Maurer IBASTHAGT, BREUHEMHAR,

SAM, TESEPREMIREF, IR R EEEAN
BERIIN M AT AR TR I R E R ZOR, RIERE R
TR, MARNIRETET N WNL2HE
&, N TEEATERINI, AR HEAREZ SRR
MIT, ATDACREGKNZEY RATTT I, BEHREFSER,
B NEERE R — BRI 1, AT aaintal, o7k
JEDTEC, QSRR MIA R E R, Wi A S
TR, HESERA 07 (GRREYL = 17 (FEFD) &
™, SUETRAY R, ¥RG SRR EE
TZFRETR AR SR A B R A RS, BIAT T
AR, AEIMESR, SEREEINIL, B
&l 4 AR,

KM LIRREALEINRATT 7%, EARTDASERON JF#IR
MHEESHIGPHE, S5 HHAESER LA DRE R
BIEFEEE PR, HINERELRIER
KeilSE, MM, XIS HIE 75 R E R ]



FEW 4% . BRI IPSec VPN S5HE 4605 AR5

HEN 55 1] U SR
JRTRUUTIE ) . . IR B 4 |
GEESC: WSS e K SSIZEL] LR
1
” #
i<15? «
i++
7:'}\/‘

4 EWHSERIREN LY I

Fig.4 Randomness extension test of cryptographic parameters
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